HNugopMmanonHasi naMATKAa V11 HECOBEPILIEHHOJIETHHX 110 BOIIPOcaM

Kuoepoe3onacHocTH B cetH «HTepHED)

KoMIbIOTEepHBLIE BUPVCHI

KomnbioTepHblii  BUPYC - 9TO  Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTrPaMM,
OTJIMYUTEIIbHOW OCOOCHHOCTBIO KOTOPOHM SIBISETCS CHOCOOHOCTh K Pa3MHOMXEHUIO
(xonmupoBaHui0). B momnongHeHrWe K 3TOMY, BUPYChl MOTYT MOBPEIUTHh WU TOJHOCTHIO
YHUYTOXKUTH BCEe (alabl W JaHHBIC, MOJKOHTPOJBHBIC MOJb30BATEI0, OT HMMEHU
KOTOpOro Obljla 3amyllleHa 3apax€HHas NporpamMma, a TakKe MOBPEAUTh WIH Jaxe
YHUYTOXKUTH OINEPAIMOHHYIO CUCTEMY cO BceMu (ainamu B 1ieoM. B GonbimHCTBE
CJIy4aeB paclpOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Ucnonb3yil COBpEMEHHBIC ONEPAIMOHHBIE CHCTEMbI, WMEIOIIUE CEePbE3HBIN
YPOBEHbB 3aIIUTHl OT BPEAOHOCHBIX IPOrPaMM;

2. [loctossHHO ~ ycTaHaBiauBaii  matuu  (IUpoBbIE  3aIUIaTKH,  KOTOPBIC
aBTOMATHUYECKH YCTAHABIMBAIOTCA C ILENbI0 JOPaOOTKM MpPOTpaMMbI) U JpyrHe
OOHOBJIEHUSI CBOEH OMepalMoHHON cucTeMbl. CKaunmBail UX TOJBKO C O(UIIMATIBHOTO
caiita paspaborunka OC. Ecnu cyiiecTByeT pekUM aBTOMAaTHYECKOro OOHOBIICHUS,
BKJIFOYH €T0;

3. PaGoraii Ha cBoeM KOMIIBIOTEpE IIOJ TIpaBaMH IIOJIb30BATENsd, a HE
aAMUHUCTpAaTOpa. ITO HE TO3BOJUT OOJNBIIMHCTBY BPEJOHOCHBIX TMPOTPaAMM
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Ucnone3yii AHTHUBUPYCHBIC IpOrpaMMHbIE IPOYKThI U3BECTHBIX
MIPOM3BOIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpannyb GU3MYECKHI TOCTYI K KOMIBIOTEPY M7l TOCTOPOHHUX JIHII;

6. Ucnonp3yit BHeNTHUE HOCHTENW WHGOpPMAIMU, TaKUEe Kak (uemika, TUCK WU
¢aiin u3 aTepHeTa, TOIBKO U3 IPOBEPEHHBIX HUCTOYHHKOB;

7. He otkpeiBaii KOMIBIOTEpHBIC (aiibl, TOJYYCHHBIE W3 HEHAIEXKHBIX
MUCTOYHUKOB. Jlaxke Te (aitipl, KOTOpPBIE MPHUCTAT TBOM 3HAKOMBIN. Jlydiie yTouHU y

HCTO, OTIIPABJIAJI JIX OH TeOe ux.



Cern WI-FI

C mnomompto WI-Fi  MoxHO mOmyunTh OECIUIATHBIA WHTEPHET-TOCTYN B

OOILIECTBEHHBIX MecTaxX: Kade, OTeNsiX, TOProBbIX LEHTpax W al’pomoprax. Tak xe
SBIIAETCS OTJIIMYHOW BO3MOXHOCThIO BbIXona B HMuHrepHer. Ho mHoOrme skcneprsl
CUMTAIOT, yTo obmenoctynubie WiFi ceTu He sBnstoTCa 0€30MacHbIMU.

CoBeTbI 10 6€30MACHOCTH PadOTHI B 001e0CTYMHBIX ceTax Wi-fi

1. He nepenaBaii cBoto nuuHyio uHpopmaiuio yepes oduieaocrynusie Wi-Fi cern.
PaGotas B HUX, *enaTelbHO HE BBOAUTH MapOiM JIOCTYIA, JOTUHBI U KAKUE-TO HOMEpPA;

2. Ucnonb3yit 1 OOHOBIIAM aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMaysp. Tem cambim
Tl 00€e30naculllb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otxmoun pynknuo «O0mmit goctyn K ¢aitiam u
npuntepam». JlanHas QyHKUMA 3aKpbiTa IO YMOJYaHUIO, OJHAKO HEKOTOpHIE
M0JIb30BaTENM aKTUBUPYIOT €€ JIsl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;

4. He ucnonb3yii myomuunbiii WI-FI nis mepenaum JAUYHBIX JTaHHBIX, HampuMmep,
JUTSL BBIXOJIa B COITMAJILHBIC CETH WM B DJIEKTPOHHYIO MOYTY;

5. Ucnonb3yii TosibKO 3amuineHHoe coenuHenue uepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-anpeca BBOAM UMEHHO «https://»;

6. B moOunpHOM Tenedone otkiaroun ¢yHkiuio «l[logkmouenne k  Wi-Fi
apTomarnyeckn». He momyckail aBTOMaTM4eCKOro MOAKIIFOYECHUS YCTPOMCTBA K CETSAM

Wi-Fi 6e3 TBoero coryacus.

ConmaJibHbIE CeTH

CouunanbHasi ceTb - 3TO CaWT, KOTOPBIA MPEIOCTaBISAET BO3MOKHOCTH JIOJSAM
OCYIIECTBIISITH OOIIIEHUE MEXIy co00l B MHTepHeTe. Yale BCero B HUX I KaXJIO0TO
YeJIoBeKa BBIIETSETCS CBOS JUYHAs CTpaHMYKA, Ha KOTOPOW OH yKas3biBaeT O cebhe
pasnuuHyl0 WH(OpMaIuioo, HaYMHAS OT MMEHH, (aMWIMKW W 3aKaHYMBas JIMYHBIMU
dotorpadusimu. MHoOrme TONB30BATETM HE TMOHMMAKOT, 4YTO WHGMOpMAaIu,
pa3MelieHHass MU B COIIMAJbHBIX CETSAX, MOXKET OBbITh HaliJIeHa U UCIOJIb30BaHA KEM
YTOAHO, B TOM YHCIIE HE 00S3aTENBHO C OJIarUMU HAMEPEHUSIMH.

OcHOBHbBIE COBETHI 10 0€30MACHOCTH B COIIHAIbHBIX CETHAX:

1. Orpannub cnucok Jpy3eid. Y TeOst B Apy3biX HE JOMKHO OBITh CIIy4aWHBIX U

HE3HAKOMBIX JIFOICH;



2. 3amuinaii CBOI0 4acTHYIO *u3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, AaTy
TBOETO POXKICHUA U JPYTYIO JHYHYIO HUHpOpManuio. 3JI0YMBIIUICHHUKH MOTYT
UCIIOIb30BaTh Jake MHGOpPMALUI0 O TOM, KaK Thl M TBOM POAUTENHN IUIAHUPYETE
MPOBECTU KaHUKYJIbI,

3. 3amumiail cCBOIO penyTaluio - IEpKHU €€ B YUCTOTE U 3a/1aBail cebe BOIpoc: XOTell
OBI ThI, YTOOBI JPYrUe MOJIL30BATEIN BUJEIHU, YTO ThI 3arpyxaemib? [logymaii, mpexie
YeM YTO-TO OMYyOJMKOBATh, HAMMUCATh U 3arPy3UTh;

4, Ecnu Thl TOBOpHWINB C JIOJbMH, KOTOPHIX HE 3Haellb, HE HCIOJIB3YH CBOE
peasbHOe UMSI U JPYTYIO JIUYHYIO UH(DOPMAIIMU: UMSI, MECTO KUTEIhCTBA, MECTO YOI
U TIpOYeE;

5. U3beraii pasmemienus Qororpaduii B MHTepHeTe, rae Tl H300paxeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OIPEJICIUTh TBOE MECTOIOI0KEHHUE;

6. [Ilpu perucTpanuu B COIMAIBLHONH CETH HEOOXOIMMO HCIIOJIb30BaTh CJIOXKHBIC
napoJju, COCTOSIIME U3 OYKB M LIU(PP U C KOJTUIECTBOM 3HAKOB HE MeHee §;

7. JIns comuanbHOM CEeTH, MOYTHI M JPYTrUX CAMTOB HEOOXOIWMO HCIOJIB30BATh
pasHble maponu. Torga eciu Teds B3IOMAIOT, TO 3JOYMBIILIEHHUKH MOJIydYaT JAOCTYI

TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpas3y.

DJIEKTPOHHBIC TeHbI'N

DONEeKTpOHHBIE JICHBI'M — 93TO OYEHb YyJOOHBIH CIMOCO0 IUIaTeKEW, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JICHBIH.

DNeKTpOHHBIE JEHbI'W IMOSBIJIMCh COBCEM HEAAaBHO W HWMEHHO H3-3a ATOrO BO
MHOTHX I'OCYJIapCTBaX JI0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHUPYIOT U O HUX YX€ MPONMHUCAHO B 3aKOHE, TIe HX
pa3zIeNaIoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC M HE aHOHHMMHBIC. PazHHIIa B TOM, 4TO
QHOHUMHBIE - OTO T€, B KOTOPBIX pa3pemaercs IPOBOJUTH OIepanmuu 0e3
WISHTH(PUKAIIMK TI0JIH30BaTElIsA, 4 B HE AQHOHMUMHBIX HICHTU(HKAIIUHA TTOJIb30BATEIIS
SIBIISIETCST 00SA3aTEIILHOM.

Taxke ciaegyer  pa3nmmuarth  JJCKTPOHHBIE  (HATHBIC  JEHBIH  (paBHBI
TrOCYJapCTBCHHBIM BaJIFOTaM) M JJEKTPOHHBIE HedHATHBIC JCHBIUM (HE paBHBI
TrOCYJapCTBCHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 0e30MacHo padoTe ¢ JJIEKTPOHHBIMHU IeHbIaMM



1. llpuBsku K cuery MOOWIBbHBIA TeneoH. DTO caMblil yHOOHBIM M OBICTPHIN
cnoco0 BOCCTAaHOBHUTH JOCTyNn K cuery. [IpuBsi3aHHBI TenedoH MOMOKET, €CIH
3a0yJenIb CBOM IJIATEKHBIN NMapoJib WK 3al I Ha CAUT C HE3HAKOMOTO YCTPONCTBA;

2. Ucnonb3yit ogHopaszoBkie mapodu. [locie nepexoa Ha YCUIIEHHYIO aBTOPU3AIINIO
Tebe yxe He OyAeT yrpoKaTh OMAaCHOCTh KPaXKu WM MepexBaTa MIaTeKHOTo Naposis;

3. Beibepu cioxHbiil mapodb. [IpecTynHukam OyneT He MPOCTO yrajaTh CIOKHBIM
napoiib. HagexxHple maposm — 3TO NapoJid, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIIOUAIOT B c€0sl CTPOUHBIE W MPOMHUCHbIE OYKBbI, HUPPHl U HECKOJIBKO CHUMBOJIOB,
TaKHe Kak 3HaK J0Juiapa, GyHTa, BOCKIMIATENbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJHM CBOHM JIMYHBIC JaHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPSACIID.

DJIEKTPOHHAS MOYTA

DJIEKTPOHHAsI TOYTa — 3TO TEXHOJIOTUS U TMPEIOCTABIISIEMbIE €10 YCIYyrH IO
MEPEChUIKE W TIOJYYEHUIO DJICKTPOHHBIX COOOIICHHM, KOTOPBIE paCHpEeACssIoTCs B
KOMITbIOTepHOUN ceTh. OOBIYHO AIEKTPOHHBIN MOYTOBBIM SIIUK BBITJISIUT CIICTYIOMIAM
o0pa3oM: UMs_TOJIb30BaTENSI(@UMA_JIoMeHa. Takxke KpoMme mepeiadyu MpoCTOro TEeKCTa,
UMEETCSl BOBMOXHOCTh MepeaBaTh (haiibl.

OcHoOBHBIE COBeTHI 10 0e30NMacHoi padoTe ¢ JIEKTPOHHOI MOYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBIN MOYTOBBIM cepBuc. B MHTepHETE €CTh OrpOMHBIN
BBIOOP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYUIIE JOBEPSTh TEM, KOT'O 3HACIIb U
KTO TNIEPBBIN B PEUTHUHTE;

2. He yka3piBail B JWYHOW mouTe JHYHYH HHPopmaiuioo. Hampumep, mydine
BBIOpATh «MY3BIKaJIbHBIN (aHaT@» uinu «pok2013» BMecTo «remal3»;

3. Ucnonp3yil NBYXATAMHYIO aBTOPH3AIMI0. DTO KOTJa MOMHMO Tapoisl HYKHO
BBOJIMTH KOJI, MPUChUIaeMbIi M0 SMS;

4. Beibepy CHOXKHBIN maposib. [[1s Ka)K0ro Mo4YTOBOTO SMUKA TOJDKEH OBITH CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IapOJib;

5. Ecnu ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBINA BOIPOC, UCIOIB3YH
3Ty BO3MOXHOCTb;

6. Mcmonp3yit HECKOJIBKO MOYTOBBIX AMUKOB. [IepBbIi 171 9acTHOM MEPEnuCcKH C
azgpecaTaMu, KOTOPBIM ThI JOBEPsEIb. JTO 3JIEKTPOHHBIN aJpec HE HAJI0 UCIOIb30BaATh
IIpU perucTpanuu Ha Gopymax U caiTax;

7. He oTkpbIBaii (ailsibl U ApyTrue BIOKEHUS B MUCbMAX JIAXK€ €CJIM OHU MPUIUIH OT

TBOUX Apy3el. JIyunie yTOuHU y HUX, OTIPABIISUIN JIU OHU TeOe ATU (ailiibl;



8. Ilocne oxkoH4yaHUs pabOTHI Ha MOYTOBOM CEpPBHUCE NEPE] 3aKPBITUEM BKIAJKHU C

caiiToM He 3a0y/Jb HaXKaTh Ha « BRIIATHY.

KuoepOov/JJMHT WJIH BUPTYAJBbHOE U31€BATEJILCTBO

KubepOymiuHr — mpeciienoBaHue COOOIICHUSIMHU, COJEPKAIIUMU OCKOPOJICHMUS,
arpeccHio, 3amyruBaHHe; XYJIWTAHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C IMOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBETHI 10 00pble ¢ KNOEpOyIJIMHIOM

1. He Opocaiics B Ooit. Jlyumuii ciocod: mOCOBETOBAThCS Kak ce0sl BECTU U, €CIU
HET TOTO, K KOMY MOXHO OOpaTUThCS, TO BHAYaje YCHOKOWTHCA. EcCu Thl HaYHENIh
OTBEYaTh OCKOPOJCHHSMH Ha OCKOPOJICHHS, TO TOJBKO emie OOobIle pPa3oiKiKellb
KOH(JIUKT;

2. Yupapnsiii cBoe kubeppenyranuei;

3. AHOHUMHOCTh B ceTd MHHUMas. CyIIECTBYIOT CITIOCOOBI BBISICHUTB, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTu XyJIMraHCKUNA 00pa3 BUPTyanbHOH ku3HU. HTEpHET hukcupyet
BCE TBOU JAECHCTBUS U COXPAHAET UX. Y JAINUTh UX OYJET KpalHe 3aTpyJHUTEIBHO;

5. Benu ce6s BexIuBO;

6. UrHopupyil equHuuHbIi Heratus. OmHOPA30BbIE OCKOPOUTENbHBIE COOOILEHUS
Jdyuylle urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcs Ha HaYaJIbHOU CTaIuu;

/. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMH COOOIIEHUSMH, B
COLIMANBHBIX CETSIX €CThb BO3MOXKHOCTb OJIOKUPOBKHM OTIIPaBKU COOOLICHUM ¢
OTIpE/IeJICHHBIX aJIPECOB;

8. Ecniu T1b1 cBugerens kubepOyiuHra. TBou HeHCTBUS: BBICTYNUTh HPOTHB
npeciesoBaTens, I0Ka3aTb €My, YTO €ro JeWCTBUS OLICHMBAIOTCS HETaTHUBHO,
NOJIIEPKaTh KEPTBY, KOTOPOU HY>KHA MICUXOJIOTHUECKast TOMOIIb, COOOLIUTH B3POCIBIM

0 (pakTe arpecCUBHOTO MOBEJCHUS B CETH.

MobouanHbIN TeJe(hoH

CoBpemenHble cMapTGOHBI M TUIAHIIETHI COJIEpPKAT B ceOe BIOJHE B3POCIBIN
GyHKIIMOHAI, W Temepb OHU MOTYT KOHKYpPHUPOBaTh CO  CTallMOHAPHBIMU
KoMmmnbioTepamu. OJHAaKO, CPEACTB 3allUTHl JJi1 MOJAOOHBIX YCTPOWCTB IMOKa OYEHb
Mai0. TecTupOoBaHKE U MTOUCK YS3BUMOCTEN B HUX MPOUCXOJNUT HE TAK UHTEHCUBHO, KaK

s [1IK, To e camoe kacaeTcss 1 MOOMJTbHBIX TTPUITOKEHU.



CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YXKe MPAaKTHUECKH [IOTHAJIM HACTOIbHBIE
aHaJIOTH, OJIHAKO pacIIMpeHHe (PYyHKIMOHAJA BICYET 32 COOOM OOJNBIIYIO CIOKHOCTh U
MEHBITYIO 3alTUIIICHHOCTb.

Jlanmeko He BCe TMPOW3BOIUTENN BBHIMYCKAIOT OOHOBJICHHSA, 3aKpBIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJISI CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI 1JIs1 0€30MACHOCTH MOOWJIBHOTIO TeJsiedoHa:

1. Byap octopokeH, Benb kKoraa TeOe mpeayaraioT OeCIUTaTHBIM KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KAaKHE-TO TUTATHBIC YCIIYTH;

2. lymaii, npexzae yeMm otnpaBuTh SMS, dboto unu Bugeo. Tel TOUHO 3HaelIb, e
OHH OyIyT B KOHCYHOM HTOTEC?

3. Heo6xoauMo 0OHOBIISITE OMIEPAITMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Vicnonb3yii aHTUBUPYCHBIC POTPaMMBI JIJIsT MOOMIIBHBIX TeIe()OHOB;

5. He 3arpyxkail TpHIOKEHUS OT HEU3BECTHOIO HCTOYHHMKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00eCTIeYeHHE;

6. ITocie Toro kKak ThI BBIMJICIIB C CaiTa, TJIe BBOJIWII JIMUHYIO HHPOPMAIIUIO, 32l I
B HAaCcTpoiku Opay3epa u yaaim cookies;

7. Ileppoanueck TpOBepsid KakWe TIUIATHBIE YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMeEpE;

8. JlaBaii cBoif HOMEp MOOMIBHOTO TenedoHa TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACIIIb
U KOMY JTOBEpSICIIIb;

9. Bluetooth momkeH OBITH BHIKIIIOUEH, KOTJIa ThI UM HE TIOJIB3yelibes. He 3a0piBai

WHOT' A IPOBEPATH ITO.

@DOUINUHT WIN KPAXKA JUYHBIX JIJAHHBIX

['maBnas nenps GumuHr - Buga VMHTEpHET-MOIIEHHUYECTBA, COCTOUT B MOJYYCHHUH
KOH(UICHIINATBHBIX JAHHBIX MMOJIb30BaTEIEH — JIOTMHOB U mapoiyieid. Ha anrmmiickom
s3pike phishing unrtaercs kak Qummar (ot fishing — pwiOnas nosns, password —
MapoJib).

OcHOBHBIE COBeTHI 110 00pb0e ¢ PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mOm03peBaeiib, YTO TBOS aHKETa ObLIa
B3JI0OMaHa, TO HEOOXOAUMO 3a0JIOKUPOBAThH €€ U COOOITUTh aIMUHUCTPATOPaM pecypca
00 TOM KaK MOKHO CKOpE€;

2. Ucnonp3yit Oe3omacHble BeO-CalThl, B TOM 4YHCJIC, HHTEPHET-MarasuHOB H

ITIOUCKOBBIX CUCTCM,



3. Mcnonb3yii cnoxHble U pa3Hble Napoiu. Takum oOpa3oMm, eciau Te0s B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOJIy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, a HE
KO BCEM;

4. Eciiu TeOst B371OMalid, TO HEOOXOJIMMO MPENyNpeauTh BCEX CBOUX 3HAKOMBIX,
KOTOpble 00aBlIeHbl Y T€Os B JIpy3bAX, O TOM, UYTO T€Os B3JIOMalH M, BO3MOXKHO, OT
TBOETO UMEHU OYJIET pacchliaThCsl CllaM U CChUIKU Ha (DUILIMHTOBBIE CANTHI;

5. Ycranosu HaziexHbli mapoisib (PIN) Ha MoOubHBIN TenedoH;

6. OTKIII0YM COXpaHEHHUE MapoJis B Opaysepe;

7. He otkpbIBaii Qaiinbl U 1pyrue BIOXKEHHUS B MUChbMaXx JaKe €ClId OHU MPUILIA OT

TBOMX Jpy3eil. Jlydie yTouHM y HUX, OTIPABIISUIIMN JIM OHU TeOe 3TU (haiibl.
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